OFFICE OF THE ASSISTANT SECRETARY OF DEFENSE

WASHINGTON, D.C. 20301

COMPTROLLER

July 28, 1982

ADM NI STRATI VE | NSTRUCTI ON NO. 30
SUBJECT : Building Security for the Pentagon

Ref er ences: (a) DoD Directive 5210.46, “DoD Building Security for the

National Capital Region, " January 28, 1982

(b) DoD Directive 5110.4, “Washington Headquarters Services,”
Cct ober 1, 1977

(c) Title 50, United States Code, Section 797

(d) OSD Adm nistrative Instruction No. 61, "Keylocks,
Conbi nations, and Security Containers for the Ofice
of the Secretary of Defense,” February 3, 1982

A, PURPCSE

This Instruction inplements reference (a), assigns responsibilities and
prescribes procedures for the adm nistration of the security program of the
Pentagon building, Arlington, Virginia (hereafter “Pentagon”).

B. APPLICABILITY AND SCOPE

This Instruction applies to the Ofice of the Secretary of Defense (0SD),
the Mlitary Departments, the Organization of the Joint Chiefs of Staff, and
activities supported by the Washington Headquarters Services (WHS) (hereafter
referred to as “DoD Conponents”), occupying space in the Pentagon.

c. PCOLICY

1. The Public Building Semte, Ceneral Services Admnistration (GSA)
shal | provide normal protection for the Pentagon, its occupants, and governnent
and private’property. In space assigned to tenant agencies, the use of addi-
tional Federal Protective Service Oficers (FPSOs) and the protection of property,
and the installation, operation, and maintenance of alarnms and other security
devices are the responsibility of the occupying DoD Conponent.

2. Security services that are the responsibility of the DoD Conponent may
be provided by GSA on a reinbursable basis. Requests for these services shall
be coordinated with and transmtted through the Pentagon Area DoD Buil ding Ad-

mnistrator to the Director, WHS. Al requests for additional security services
or security construction shall be acconpanied by a detailed justification state-

ment .

D.  PROCEDURES

Procedures for Pentagon security are at enclosure 1.



E. RESPONSI Bl LI TI ES

1. The Director, Washi ngton Headquarters Semtes, under DoD D rective
51104 (reference (b)) shall provide overall adm nistration and coordination
of building security matters and resolve any conflicts that nay arise.

2. The Director, Space Minagenent and Services (SM&S), WHS, or designee,
the Director, Physical Security Division (PSD), shall inplenment the Pentagon
security program and shall:

a. Devise and enforce physical security plans and procedures that are
appropriate and consistent with DoD policy and regul ations.

b. Pronulgate and post physical security regulations, in accordance
wth 50 U S.C, Section 797 (reference (c)).

c. Monitor the physical security status of the Pentagon and take appro-
priate action to renedy unsatisfactory conditions. within-assigned areas of re-
sponsibility.

d. Coordinate the Pentagon security interests of tenant Conponents.
e. Mintain liaison wwth the GSA FPSO.

f. Evaluate the effectiveness of the Pentagon s physical security and
recomrend changes when warranted.

g. Provide special instructions to the Pentagon FPSO, as required.

h. Regulate the introduction and use of photographic equipnment in and
around the Pentagon.

i. Mnitor the execution of Pentagon admttance procedures to include
the establishing of security hours.

j. Schedule the destruction of classified waste; supervise the opera-
tion of the Pentagon pul ping plant and incinerator; and arrange for the trans-
portation of noncul pable-classified waste to the incinerator.

3. Heads of DoD Conponents shall follow the procedures contained in enclo-
sure 1.

F. EFFECTI VE DATE

This Instruction is effective imediately.

L vria

D. O Cooke
Deputy Assistant Secretary of Defense

Encl osure - 1
Procedures for Pentagon Security
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B. DI SPLAY OF AUTHORI ZED | DENTI FI CATI ON

1. Each individual, mlitary and civilian (except officials listed in sub-
section B.2., below), shall show his or her DoD building pass or other author-
i zed identification when entering the building. Additionally, DoD passes shall
be displayed visibly on outer clothing at all tines between 1800 and 0700 hours,
Monday through Friday, all day on Saturdays, Sundays, and holidays, or at the
direction of the Director, WHS.

2. The following officials are not required to display building passes,
except as requested by FPSOs uncertain of their identity:

a. Secretary of Defense.
b.” Deputy Secret'ary of Defense-..
c. Under Secretaries of Defense.
d. Secretary of the Arny.
e. Secretary of the Navy.
f. Secretary of the Air Force.
g- Chairman, Joint Chiefs of Staff.
h. Chief of Staff, Army.
Chi ef of Naval Qperati ons.
j. Chief of Staff, Ar Force.
k. Commandant, Marine Corps.
1. Assistant Secretaries of Defense
m  Ceneral Counsel of the Departnent of Defense.
n. Assistants to the Secretary of Defense.
0. Under and Assistant Secretaries of the MIlitary Departnents.
p. Vice Chief of Staff, Arny.
q. Vice Chief of Naval Operations.
r. Vice Chief of Staff, Ar Force.
s. Assistant Commandant, Marine Cor ps.
3. The Director, PSD, shall provide FPSO posts at authorized entrances wth

books containing photographs of officials listed in paragraphs 2a. through s.
above. DoD Conponents shall informthe Director, PSD, pronptly of personnel
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changes in the above cited positions to permt wthdrawal of photographs of
departed officials, and shall subsequently provide photographs of new
appoi nt ees.

C. | SSUANCE AND CONTROL PROCEDURES FOR DoD BU LDI NG PASSES

1. The Director, PSD, is responsible for the issuance of DoD building pass
fornms and for the maintenance of related records.

2. DoD Conponents in the Pentagon shall designate officials to be responsible
for requesting building passes for personnel of their respective activities. One
conpl eted signature card (DD Form 577) for each requesting official shall be for-
warded to the Director, PSD, Attention: Building Pass Branch. Designated
requesting officials shall:

a. (btain an adequate but not excessive supply of DD Forns 2249 (DoD
Bui | di ng Pass Request) in bulk from the Building Pass Branch l[ocated in Room
|B-873 .  This form shall be used to request issuance of DoD building passes
(permanent and. tenporary).

b. Instruct personnel in conpleting the DD Form 2249. The | ast nane
of the individual being issued a pass shall be listed first on the pass appli-
cation, and capitalized.

c. Mike a proper determnation as to the type of building pass to be
| ssued and the building to which access is required. The issuance of passes
permtting access to nore than one DoD-occupied building shall be closely con-
trolled and shall be authorized only when fully justified by requesting officials.

d. Sign forms as requesting official and direct the individual to hand-
carry the request to the Building Pass Branch, Room 1B-873.

e. Establish necessary procedures within the DoD Conponent to assure
collection of permanent and tenporary building passes upon termnation of em

pl oynent. However, a DoD enpl oyee transferring from one DoD activity to another
within the NCR may retain his or her pass, and its accountability shall be as-
sumed by the gaining DoD Conponent. The gaining activity shall then determ ne

if a change is to be Dade as far as access is concerned and, if necessary, re-
quest a new pass reflecting current access requirenments. In addition, the

| osi ng DoD Conponent shall notify the Building Pass Branch in witing of the
transfer.

f. Forward collected and expired building passes to the Building Pass
Branch twice nmonthly for cancellation. Returned permanent passes shall be accom
panied by an al phabetical listing (last nane, first nane, and mddle initial) as
wel | as the building pass nunber.

g. Assure that applications for passes are submtted wthin 2 weeks
fromdate of initiation.
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D.  EXPI RED BUI LDI NG PASSES

Expired buil ding passes picked up by FPSOS shall be retained. Upon request,
the FPSO shall provide a receipt for the expired pass. At this tine, a repre-
sentative from the passbearer’s DoD Conponent shall be requested to neet and
escort the individual into the building to obtain a new pass.

E. ADM TTANCE AND DEPARTURE REQUI REMENTS

1. Authorized building passes, identification cards, or escorts are re-
quired to gain admttance to and remain within the Pentagon. This requirement
does not apply to recognized exenpted officials listed in subsection B.2.,
this enclosure.

a. “From 0700 to 1800 hour s, godﬁéy t hrough Friday, except holidays, a
valid DoD building pass or a photographic identification card issued by a US.
CGovernment agency is required to gain access to the building.

b. From 1800 to 0700 hours, Mdnday through Friday, and all day on
Sat urdays, Sundays, and holidays, a permanent or tenporary Doll building pass
annot ated “PENTAGON' or “ALL DOD' or credentials fromthe agencies listed in
paragraph A 2.e., this enclosure, is required for adnmttance. DoD personne
possessing a DoD building pass for a building other than the Pentagon and
mlitary personnel possessing an active duty identification card (DD Form 2A)
shal | be authorized entry after the FPSO at the entrance has contacted the
office to be visited and received approval for the individual to enter. The
FPSO, upon receiving approval, shall issue the person a nonescort-type VisSitor
pass and require the individual to sign the visitor register.

2. Admttance to restricted or security areas within the Pentagon shall be
i n accordance with the security procedures prescribed by the tenant Conponent.

3. During normal duty hours (0700 to 1800 hours, Nbnday through Friday,
except holidays) persons having official business to transact and other visitors
who do not possess a DoD building pass or a valid U 'S. Governnent photographic
i dentification card shall be admtted only after approval of the office to be
visited. Such persons shall be nmet at the entrance by a representative of the
office to be visited, escorted while in the building, and escorted out of the
building at the conclusion of the visit. During other than normal duty hours,
the visitor shall also be issued an escort-required visitor pass and shall be
required to sign the visitor register.

4, Visitors acconpanied by any of the exenpted officials listed in subsec-

tion B.2., this enclosure, shall be pernmtted to enter or |eave the building
W t hout being required to sign the visitor registerand nmay be issued nonescort-

type visitor passes, if requested.

5. Only holders of permanent DoD building passes, annotated “PENTAGON' or
“ALL DOD’ are permtted to escort visitors.

6. Goup admttance required for the purpose of attending functions spon-
sored by DoD Conponents may be arranged by the head of the DoD Conponent con-
cerned who submits an official witten request to the Director, PSD, Directorate
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of SM&S,WHS. Al such requests shall include a roster of the personnel to be
admtted, specify the entrance to be used, where the function is to be held, and
the nane or names and tel ephone extensions of the person who shall seine as es-
corts. These requests nust be submtted well in advance of the event to ensure
enough time for processing.

7. Departing visitors shall surrender their tenporary visitor pass to the
FPSO at point of issue. Persons departing the Pentagon between 1800 to 0700
hours who were not issued a visitor pass and who are escorted by a hol der of
a valid permanent DoD building pass annotated “PENTAGON' or “ALL DOD' need not
sign the visitor register.

8. Al visitors shall be the responsibility of the DoD Conponent requesting
admttance. This includes instructing nonescort visitors in the proper display
and disposition of the building pass.

9. Admttance to interior roads of the Pentagon shall be permtted only
for vehicles displaying authorized permts or those cleared for access by the
Central Parking Control Ofice, Ofice of the Pentagon Area DoD Building Adm n-
istrator, in coordination wth the Director, PSD, or by the GSA Buil ding Mnager,
Pentagon Field Ofice. From 0700 to 1800 hours, Monday through Friday, except
hol i days, FPSCS shall maintain a witten log of all entering and departing ve-
hicles not displaying authorized permts. From 1800 to 0700 hours, Monday
t hrough Friday, and all day Saturdays, Sundays, and holidays, FPSOs shall nain-
tain a witten log of all vehicles entering and departing Pentagon interior roads.

10. Al vehicles entering and departing inner roadways of the Pentagon are.
subj ect to search and inspection by the FPSO.

F.  PROPERTY | NSPECTI ON AND CONTROL

1. Ceneral. Al property, brief cases, packages, and other containers
being renoved fromthe Pentagon are subject to inspection by the FPSO.

2. Property Pass (GSA Optiomal Form 7)

a. A property pass is required to renove U S. Governnent property from
the building that is not covered by a bill of lading or invoice. A property pass
Is also required to remove personal property not acconpanied by a sales docunent
or not readily identifiable as such.:

b. The GSA Building Manager and the head of each DoD Conponent having
a requirement to issue property passes shall furnish the Director, PSD, with
speci nen signatures on DD Form 577 (signature card) , in duplicate, of persons
authorized to authenticate property passes. The nunber of persons so authori-
zed nust be kept to the absolute mninum consistent with operating efficiency.
Signature cards automatically expire 3 years from date of issue. Each issuing
activity is responsible for assuring that these cards are nmaintained in a cur-
rent status. No person may issue his or her own property pass. The name of
the authenticator must be typed or printed in item8 of Optional Form7. Only
original pen and ink signatures are acceptable. Facsimle signatures wll not
be honored. Al signatures Oust be in black ink to ease reproduction.
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c. Extended property passes may be issued for periods not exceeding 6
months and, in addition to being signed by an authorized person, 0Oust be counter-
signed by the Director, PSD, or designee.

d. Packages containing classified material that are renmoved fromthe
Pent agon nust be acconpanied by a properly authentic ted property pass or of-
ficial courier appointment docunmentation (courier badge, courier letter, or
simlar instrunent). \Wen a property pass is used, the following caveat shall
be typed in itemé& thereof: “CONTENTS CLASSIFIED - NOT SUBJECT TO | NSPECTI ON.
Confirmation may be obtained by calling the authenticator at extension
The FPSO Tay then call the authenticator and confirmthe legitinmacy of the
pass. |f confirmation is obtained, the container Jay be renoved w thout in-
spection of the contents. |f confirmation cannot be obtained, the authenti-
cator shall be requested to cone to the building exit and take possession of
t he package. Courier docunmentation may-also be verified in the same manner
by calling the tel ephone nunber cited on the docunentation.

Y

G MOVEMENT AND DELIVERY OF EQUI PMENT AND SUPPLI ES DURI NG OTHER THAN NORNAL
DUTY HOURS

DoD Conponents anticipating novenent or delivery of equipnent and supplies
by way of the Pentagon |oading dock facilities during other than normal duty
hours (0700 to 1800 hours, Monday through Friday, except holidays) must coordi-
nate such nmovements with the PSD. The DoD Conponent involved shall submt a
O enorandum containing the date, time, name or nanes, and tel ephone nunbers of
the project officers and commercial firns involved. The DoD Conponent concerned
remai ns responsible for arranging with the GSA buil ding manager for elevator
service, if required. Notification shall be furnished in advance to permt an
orderly arrangement of necessary accommodations to include reinbursenent for
police coverage for extended periods. Failure to makeprior arrangements coul d
result in costly delays for the activities concerned.

H  REPORTI NG THEFTS AND LOSSES OF GOVERNMENT OR PRI VATE PRCPERTY, OR BOTH.

Al'l thefts and | osses of government or private property, or both, occurring
wi thin the Pentagon nust be reported i mediately to the FPSO by calling extension
74151. Losses resulting frominventories nust be reported as such.

|, REPORTING UNUSUAL OCCURRENCES

Al'l unusual occurrences, such as threats against government officials,
denonstrations, civil disorders, breaches of security, suspicious activities,
and all incidents involving unattended or exposed classified material shall be
reported to the Director, PSD, by calling extension 55052. The Director, PSD
when appropriate, shall notify the security element of the tenant Conponent
concerned of the incident.

J.  DOCOR KEYS

Security managers of occupying Conponents (except OSD el ements) may submt
requests for door keys through their respective admnistrative offices to the
Of ice of the DoD Building Adm nistrator, Pentagon. Security managers of QOSD
e | enents shall submt such requests in accordance with OSD Adm nistrative In-
struction No. 61 (reference (f)).
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K.~ CAMERAS
Caneras are prohibited in the Pentagon, except as foll ows:

1. Oficial DoD photographers assigned to duty in the building may obtain
phot ogr apher passes upon witten request fromthe security officer of the DoD
Component concerned to the Director, WHS, Attention: PSD.

2. Professional (including press) photographers (except nenbers of the
Wiite House News Photographers’ Association possessing Wite House passes),
when cl eared by the proper public affairs office, may be issued a one-trip
phot ogr apher pass. These passes nust be countersigned by the Director, PSD
or designee, and issued by the Ofice of Assistant Secretary Defense (Public
Affairs) which shall assume responsibility for the photographers’ presence and
actions in the Pentagon.

3. Menbers of the White House News Phot ogr aphers”’ Association who possess
Wi te House passes are permtted to bring in and use photographi c equi pment

from 0700 to 1800 hours, Mnday through Friday, except holidays. At all other
times , the provisions of subsection K Z., above, apply.

4. O ficial GSA photographers shall be cleared by the GSA Buil ding Manager.
This clearance shall be limted to nonsecure and nonrestricted areas of the build-
ing, consistent with the functions and responsibilities of the GSA,

5. Holders of valid photographer passes are not required to have property
passes for removal of photographic equi pment from the buil ding.

L. HOSTAGE AND TERRORI ST ACTIVITY WTH N THE PENTAGON

1. General. Hostage and terrorist activities have been on the increase
since 1972. Proper planning and preparation for such activities is required
to preclude uncoordinated inpulsive actions that may endanger unnecessarily

hunman |1 ves.

2. Responsibilities

a. The Drector, WHS, shall provide overall adninistration and coor di -
nati on.

b. The Federal Bureau of Investigation (FBlI) shall assume primry re-
sponsibility for negotiating with hostage takers.

c. The GSA Federal Protective Service shall provide required support.

d. The GSA buil ding manager shall provide personnel to control utilities
in the affected area.

e. The Defense Tel ephone Service shall provide tel ephone conmunications
support.

f. The U S. Arny Health Cinic shall render required nedical service.
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3.  Procedures

a. If a hostage or terrorist incident occurs within the Pentagon, the
person having first-hand know edge of the incident shall notify inmediately the
FPSO by calling extension 74151 and providing the follow ng infornation:

(1) Location of the incident.

(2) Number of hostage takers.
(3) Type of weapons with which hostage takers are arned, if known.

(4) The nunber of hostages held and their physical condition, if
known .

- - .

b; The FPSO shall, in turn, notify their headquarters, the FBI, and
the PSD by calling extension 55052.

¢c. The PSD, shall notify the follow ng:
(1) Oganization of the Joint Chiefs of Staff Security Ofice.
(2) National MIlitary Command Center.
(3) National Mlitary Intelligence Center.
(4) Arnmy QOperations Center.
(5) Navy Security Ofice.
(6) Air Force Security Ofice.
(7) US. Arny Health dinic.
(8) O fice of the General Counsel, DoD.
(9) Defense Intelligence Agency.
d. The FPSO, in conjunction with the PSD, shall:

(1) Proceed immediately to the scene and cordon off the area in
whi ch the hostages are being held.

(2) If necessary, evacuate the offices or reoms on either side and
on top and below the office or roomin which the hostages are being held. These
areas shall also be cordoned off and patrolled by the FPSO.

(3) Take over an office in the immediate vicinity and establish a
command pOSt.

(4) Establish lines of cummunicationm.
e. Once the command post has been established, the follow ng offices
shal | be contacted to provide a representative to the command post to remain
there until the enmergency has term nated:

9



(1) Defense Tel ephone Service

(2) GSA Buil di ng Manager

(3) Bui | ding Adm ni strator, Pentagon Area
(4 U S Arny Health dinic

Al 30 (Encl 1)

Ext ensi on

52121

77351

57270

51037

f. The Director, PSD, shall attenpt to Oake contact with the hostage
takers until such tinme as the FBlI arrives and assumes primary responsibility
for the rescue operation. The Director, PSD, and the FPSO shall then assune

secondary support roles.

10
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PROCEDURES FOR PENTAGON SECURI TY

A. DOD BU LD NG PASS SYSTEM

1. Responsibilities

a. The DoD Conponent requesting a building pass for an individual shall
assure that the applicant has a definite requirenent for access to the Pentagon
or to all DoD-occupied buildings in the National Capital Region (NCR).

b. Each passholder is responsible for exercising every precaution to
safeguard his or her pass. Appropriate disciplinary action shall be taken agai nst
of fenders by the responsi ble DoD Conponent in instances involving negligent |oss,
willful destruction or alteration, msuse, or failure to rePort immediately the
| oss of a building pass to their supervisor and to the Building Pass Branch at
extensi on 52265.

2. Types of Building Passes

a. Permanent Pass (DD Form 1466). This pass is issued to DoD personnel,
ot her authorized federal governnent personnel, DoD consultants. DoD contractor
personnel, university instructors conducting classes for DoD personnel, concession
enpl oyees, and news and related nedia representatives who work regularly or fre-
quently (at |east 3 days weekly) in DoD buildings. These passes shall be issued
only to-U.S. nationals, immigrant aliens, and foreign exchange officers. Passes
| ssued to foreign exchange officers nust be requested by the respective Mlitary
Departnent or Defense Intelligence Agency foreign |liaison office. A favorable
Entrance National Agency Check (ENTNAC), National Agency Check (NAC), or NAC
with Witten Inquiries (NACI) is required for each U S. national issued a per-
manent pass. A favorable Background Investigation (BI) is required for issuance
to immgrant aliens. The pass shall indicate on its face that it is for access
to the “PENTAGON' or “ALL DOD’ buildings. Expiration date for permanent passes
| ssued to DoD personmel shall normally be 4 years from date of issue except when
conditions known at the tine of the request indicate an earlier expiration date,
such as a tenporary or contract enployee of the Departnent of Defense whose
tenure is for a specific tinme period. Passes issued to other categories of
personnel shall expire 1 year from date of issue, unless circunstances warrant
an earlier expiration date. A permanent pass may be withdrawn at any tinme by
t he i ssuing DoD Conponent.

b. Tenperary DoD Buil ding Pass (DD Form 1469). This pass grants access
to individuals to enter a specific DoD occupied building where their presence is
required for a limted period of time not to exceed 120 days. DoD Components
may al so request issuance of a tenporary pass to a new enpl oyee awaiting com
pletion of an ENTNAC, NAC, NACI, or BI. |f the results are unfavorable, the
pass shall be withdrawn imediately by the issuing authority. Tenporary passes
shal |l be recogni zed as appropriate identification for use of DoD bus transpor-
tation; however, personnel possessing a tenporary pass are not authorized to
escort visitors into the building. DoD Building Pass Request (DD Form 2249)
must be submtted by the requesting DoD Conponent to the Building Pass Branch,
PSD, WHS.




c. Visitor Passes. There are two types of visitor passes, escort and
nonescort, that shall be used for conducting DoD business in the Pentagon.
Visitor passes shall be issued for one entry and shall be returned to the FPSO
at point of issue. Al visitors shall be the responsibility of the DoD Conpo-
nent requesting their admttance.

(1) Escort Required Visitor DoD Building Pass (DD Form 1470-1).
A pass for visitors having infrequent business with specific individuals or
offices. Such visitors shall Dbe issued this pass by the FPSO at point of
entry from 1800 hours to 0700 hours, Monday through Friday, and 24 hours on
Sat urdays, Sundays, and holidays. These visitors shall be escorted at all
times by a properly identified escort provided by the office being visited.

(2) Nonescort Visitor Building Pass (DD Form 1470). These passes
Day be issued to designated individuals having infrequent business wth specific
individuals or offices. Witten requests containing detailed justification for
its issue shall be forwarded by the requesting DoD Conmponent to the D rector,
PSD, Directorate for SM&S, WHS, for approval and issuance of the pass.

d. Press Passes. These passes are issued by the Drector, PSD, D rec-
torate for SM&S, WHS, by prior agreenent-and coordination with the Ofice of the
Assi stant Secretary of Defense (Public Affairs) (OASD(PA)) and are valid for
access to the building from 0700 hours to 1800 hours, Mnday through Friday,
except hol i days.

e. Acceptance of Credentials from O her Agencies. Representatives of
the follow ng agencies may be admtted to the Pentagon at any tinme upon presen-
tation of their official agency credentials:

(1) Federal Bureau of Investigation.

(2) Mlitary Intelligence (Arny).

(3) Naval Investigative Semte.

(4) Ofice of Special Investigations (Air Force).
) Secret Service (Treasury Departnent).

) Crimnal Investigati on Command (Arny).

) Defense Investigative Service.

) GSA identification cards.
)
0

Chesapeake and Pot omac Tel ephone Conpany identification cards.
) Defense Crimnal Investigative Service.

f.  Uniformed Services |dentification and Privilege Card (DD Form 1173).
A current valid DD Form 1173 may be used to gain admttance to the Pentagon,
Monday t hrough Friday, except holidays, from 0700 hours to 1800 hours. This
card, annotated “For admttance to the Pentagon only,’ * may also be issued to a
limted number of foreign civilian enployees or couriers requiring frequent
(at least 3 times weekly) access.

g. Valid U. S. Governnent-issued Photographic ldentification Cards.
Photographic i dentification cards issued by any U S. (Governnent agency are
recogni zed for access to the Pentagon, Mnday through Friday, except holidays,
from 0700 hours to 1800 hours.




